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FIG. 7

TERMINAL
DEVICE CARD

REQUEST AP6 TO BE DOWNLOADED (1)
_NOTICE OF ERROR THAT SPACE AREA IS NOT AVAILABLE (2)
REQUEST A LIST OF APS CAPABLE OF BEING SAVED (3)
LIST OF APS CAPABLE OF BEING SAVED (4)
REQUEST AP2 TO BE SAVED (5)

SAVING PROCESS
, OF AP2 (6)
NOTICE OF COMPLETION OF SAVING PROCESS (7)
REQUEST AP6 TO BE DOWNLOADED (8)
" | DOWNLOADING

PROCESS OF AP6 (9)
NOTICE OF COMPLETION OF DOWNLOADING PROCESS (10)

FIG. 8

TERMINAL
DEVICE CARD

REQUEST AP6 TO BE DOWNLOADED (1)

SELECTING AND SAVING AP2 AMONG
APS CAPABLE OF BEING SAVED, SINCE
A SPACE AREA DOES NOT EXIST (2)

NOTICE OF COMPLETION DOWNLOADING PROCESS OF AP6 (3)
OF DOWNLOADED PROCESS (4)

-}




(3)
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FIG. 9A

PREPARE SIGNATURE
BY SIGNATURE KEY

DATA FOR SAVING

T~

SIGNATURE | (1)

/

DATA FOR SAVING

SIGNATURE

(2)

{ ENCODE BY ENCRYPTION KEY

STORE INTO SAVED

I

ENCODED DATA 3)
j, STORE INTO SECURE AREA j’
ENCODED DATA 4)
DATA FOR SAVING
ENCODE BY
| ENCRYPTION KEY
ENCODED DATA ~| SIGNATURE
PREPARE
| SIGNATURE BY
| SIGNATURE KEY
STORE INTO !
SECURE AREA !

ENCODED DATA -

SIGNATURE
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TERMINAL
DEVICE CARD
REQUEST AP2 TO BE STARTED (1) -
RECOGNITION OF
STATE OF AP2
NOTICE OF FAILURE IN START-UP (3) "NOT INSTALLED" (2)

REQUEST SAVED AP MANAGING TABLE (4)

TRANSMISSION OF SAVED AP MANAGING TABLE (5)
REQUEST AP4 TO BE STARTED (6)

SAVING PROCESS

OF AP4 (7)
NOTICE OF COMPLETION OF SAVING PROCESS (8)
REQUEST AP2 TO BE RESTORED (9)
RESTORING PROCESS
OF AP2 (10)
NOTICE OF COMPLETION OF RESTORING PROCESS (11)
REQUEST AP2 TO BE STARTED (12) .

START-UP PROCESS
OF AP2 (13)

NOTICE OF COMPLETION OF START-UP PROCESS (14)

FIG. 11
TERMINAL

DEVICE CARD
REQUEST AP2 TO BE STARTED (1)

SINCE AP2 IS SAVED, SAVE AP4, AND
RESTORE AP2 INTO SPACE AREA (2)

START-UP PROCESS OF AP2 (3)

~ COMPLETION OF START-UP PROCESS (4)
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FIG. 12A

ENCODED DATA

-

DECODE ONTO INNER
NONVOLATILE MEMORY

¢ ————

DATA FOR

SAVING SIGNATURE

@ IF
LIS

VERIFY SIGNATURE

VERIFICATION OF SIGNATURE
RIGHT, RESTORE THE DATA

] INTO DATA STORING AREA

DATA

FIG. 12B

ENCODED DATA

(1) VERIFY SIGNATURE

(2)

@ |
\j

IF VERIFICATION OF SIGNATURE IS
RIGHT, DECODE THE DATA ONTO
INNER NONVOLATILE MEMORY

RESTORE THE DATA INTO DATA

STORING AREA

DATA

SIGNATURE
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FIG. 13A
# NULL NULL NULL NULL NULL
#2 NULL NULL NULL NULL NULL
#3 NULL NULL NULL NULL NULL
#4 NULL NULL NULL NULL NULL
#5 NULL NULL NULL NULL NULL
FIG. 13B
#1 AP1 NO CODE1 NULL YES
#2 NULL NULL NULL NULL NULL
#3 NULL NULL NULL NULL NULL
#4 NULL NULL NULL NULL NULL
#5 NULL NULL NULL NULL NULL
FIG. 13C
# AP1 NO CODEH NULL YES
#2 AP2 NO CODE2 NULL YES
#3 NULL NULL NULL NULL NULL
4 NULL NULL NULL NULL NULL
#5 NULL NULL NULL NULL NULL
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FIG. 14A
#1 AP1 YES CODEH1 DATA1 YES
#2 AP2 YES CODE2 DATA2 YES
#3 NULL NULL NULL NULL NULL
#4 NULL NULL NULL NULL NULL
#5 NULL NULL NULL NULL NULL
FIG. 14B
#1 AP1 YES CODE1 DATA1 YES
#2 AP2 YES CODE2 DATA2 - YES
#3 AP3 YES CODE3 DATA3 NO
#4 AP4 YES CODE4 DATA4 YES
#5 AP5 YES CODE5 DATAS YES
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FIG. 15A
#1 AP1 YES CODE1 DATAT YES
#2 NULL NULL NULL NULL NULL
#3 AP3 YES CODE3 DATA3 NO
#4 AP4 YES CODE4 DATA4 YES
#5 APS5 YES CODES DATAS YES
FIG. 15B
# AP1 YES CODE! DATAT YES
#2 AP6 NO CODE6 NULL NO
#3 AP3 YES CODE3 DATA3 NO
#4 AP4 YES CODE4 DATA4 YES
#5 APS5 YES CODE5 DATAS YES
FIG. 15C
" AP1 YES CODE1 DATA1 YES
#2 APG NO CODE6 NULL NO
#3 AP3 YES CODE3 DATA3 NO
# | AP2 YES CODE7 DATA7 YES
#5 AP5 YES CODE5 DATA3 YES




FIG. 16A

FIG. 16B

FIG. 16C

FIG. 16D
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NULL

NULL NULL

NULL NULL NULL
NULL NULL NULL
NULL NULL NULL
~ AP2 EVAC2 SIGN2
NULL NULL NULL
NULL NULL NULL
NULL NULL NULL
AP2 EVAC2 SIGN2
AP4 EVAC4 SIGN4
NULL NULL NULL
NULL NULL NULL
NULL NULL NULL
AP4 EVAC4 SIGN4
NULL NULL NULL
NULL NULL NULL
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FIG. 26A

PERMISSION DESIGNATING TABLE

ALL DATA MANAGED BY A CERTAIN AP

DATA PERMITTED AP
DATA PERMITTED AP
DATA PERMITTED AP
PERMITTED AP
FIG. 26B
EXAMPLE OF USE
ALL DATA MANAGED BY AP2
data_a AP1
data_b NULL

data_c AP3
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FIG. 27A

. PERMISSION DESIGNATING TABLE

ALL CODES OF A CERTAIN AP

CODE PERMITTED AP

CODE PERMITTED AP

CODE PERMITTED AP

PERMITTED AP

FIG. 27B

EXAMPLE OF USE

ALL CODES OF AP2

code_a AP1

code b NULL

code_c AP3
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